IGD-705 Site Security Manager

Course Overview !
This comprehensive, instructor-led lecture course provides specialized training for person- ]
nel designated to act as Site Security Managers (SSMs) for Sensitive Compartmented Infor-
mation Facilities (SCIFs) or Special Access Program Facilities (SAPFs). In accordance with
Intelligence Community Directive (ICD) 705 standards, this course instructs participants on
how to collaborate with the Accrediting Official (AO) to plan, design, construct, and accredit
secure facilities.

The curriculum focuses on the SSM's critical responsibilities throughout the construction
lifecycle, including the development of the Construction Security Plan (CSP), mitigation of |
physical and technical threats, and documentation of milestones.

Objective
By the end of this course, participants will be able to:

+  Implement ICD/ICS 705 Policy: Interpret and apply the technical specifications
(Tech Spec) for SCIF construction, including TEMPEST red/black separation.

+  Develop the Construction Security Plan (CSP): Create essential documentation
to manage security risks before and during construction.

+  Conduct Site Selection & Risk Assessment: Jointly assess proposed sites with -
the AO for vulnerabilities, threats, and optimal countermeasures.

+  Manage Project Security: Oversee construction surveillance, monitor
contractors, and document milestones (e.g., perimeter walls, RF protection,
and waveguide installation).

+  Execute Accreditation Procedures: Prepare the Fixed Facility Checklist (FFC)
and other required documents for final accreditation.

Who Should Attend
+  Site Security Managers (SSMs)
+  Special Security Officers (SSOs)
+  Construction Project Managers
+  Security Consultants
+  Facility Managers responsible for secure spaces

Key Topics Covered

+  ICD 705 Fundamentals: Introduction to National Physical Security Framework,
statutes, and Executive Orders.

+  Physical Security Standards: Technical requirements for walls, ceilings, floors,
doors, and Acoustic Security.

+  Technical Security: Intrusion Detection Systems (IDS), Access Control Systems,
and TEMPEST/RF mitigation.

+  Construction Surveillance: Monitoring workers, managing Construction
Surveillance Technicians (CST), and Cleared American Guards (CAG).

*  Documentation & Reporting: Creating the CSP, documenting deviations, and
final inspection checklists.

Prerequisite: U.S. Citizen

Length: 3 Days

Course #: LS| 180

Experience Level: Entry - Basic ICD-705 knowledge beneficial
Tuition: $1,500.00

Initial (1 Time) Enroliment Fee: $100.00
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